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PREAMBLE
1. INTRODUCTION

Enterprise Risk Management forms a critical part of the Agencies strategic management. It
is the process whereby an entity both methodically and intuitively addresses the risk
attached to their activities with the goal of achieving sustained benefit within each activity
and across a portfolio of activities. Enterprise Risk Management is therefore recognized as
an integral part of sound organizational management and is being promoted internationally
and in South Africa as good business practice applicable to the public and private sectors.
The underlying premise of enterprise risk management is that every entity exists to provide
value for its stakeholders. All entities face uncertainty and the challenge for management is
to determine how much uncertainty to accept as it strives to grow stakeholder value.
Uncertainty presents both risk and opportunity with the potential to erode or enhance value.
Enterprise Risk Management enables management to effectively deal with uncertainty and
associated risk and opportunity, enhancing the capacity to build value. Value is maximized
when management sets strategy and objectives to strike an optimal balance between growth
and return goals and related risks and efficiently and effectively deploys resources in pursuit
of entity’s objectives. The framework provides a basis for management to effectively deal
with uncertainty of associated risk and opportunity thereby enhancing its capacity to build
value. The following factors require consideration when integrating enterprise risk
management into organizational decision-making structures:

¢ Aligning risk management with objectives at all levels of the organization.

e Introducing risk management components into existing strategic planning and
operational practices.

¢ Including risk management as part of employee’s performance appraisals.

e Continuously improving control and accountability systems and processes to
consider risk management and its results.

The Enterprise Risk Management Framework specifically addresses the structures,
processes and standards implemented to manage risks on an enterprise-wide basis in a
consistent manner. The standards further address the specific responsibilities and
accountabilities for the Enterprise Risk Management process and reporting of risks and
incidences at various levels within Harry Gwala Development Agency. As the field of risk
management is dynamic, this policy and framework document is expected to change from
time to time. Risk management policy statement Current trends in good corporate
governance have given special prominence to the process of Enterprise Risk Management
and reputable businesses are required to demonstrate that they comply with expected risk



management standards. Harry Gwala Development Agency must ensure that the processes
of risk management receive special attention throughout the organization and that all levels
of management know, understand, and comply with the framework document.

2. PURPOSE OF THE POLICY
The purpose of the Enterprise Risk Management policy is to:

¢ Advance the development and implementation of modern management practices and
to support innovation throughout HGDA.

e Contribute to building a risk-smart workforce and environment that allows for
innovation and responsible risk taking while ensuring legitimate precautions are
taken to protect the public interest, maintain public trust and ensure due diligence.

¢ Provide guidance for Executive Authority, Accounting Officer, Managers, and staff
when overseeing or implementing the development of processes, systems, and
techniques for managing risk, which are appropriate to the context of HGDA.

The overall purpose of this policy document is providing guidance to the Board structures,
Management, and staff of HGDA on the management of risks facing the Agency. The
contents must therefore be read and understood all staff who will be responsible for
implementing the relevant parts of the policy in their areas of responsibility. In addition, this
policy serves as a base to set the goals, regarding the level of risk management
responsibility and performance that Harry Gwala Development Agency will strive to achieve
and against which all the Agency’s operations and activities can be evaluated.

3. LEGAL AND COMPLIANCE
MUNCIPAL FINANCIAL MANAGEMENT ACT (MFMA)

Section 62(1)(a) of the MFMA states that “the accounting officer of a municipality/ municipal
entity is responsible for managing the financial administration of the municipality/municipal
entity and must for this purpose take all reasonable steps to ensure that the
municipality/municipal entity has and maintains effective, efficient and transparent systems
of financial and risk management and internal control”.

TREASURY REGULATIONS

Section 3.2.1 of the Treasury Regulations states the following: “The accounting officer must
ensure that risk assessment is conducted regularly to identify emerging risks of the



institution. A risk management strategy which Harry Gwala Development Agency must
include a fraud prevention plan, must be used to direct the internal audit effort and priority”.

PUBLIC SECTOR RISK MANAGEMENT FRAMEWORK

The public sector risk management framework published on 01 April 2010 also requires that
an organization must have a risk management unit with the entire risk management
infrastructure listed on the framework.

MUNICIPAL SUPPLY CHAIN MANAGEMENT REGULATIONS

Section 41 of the municipal supply chain management regulations states inter alia that, a
supply chain management policy must provide for an effective system of risk management
for the identification, consideration, and avoidance of potential risks in the supply chain
management system. Risk is inherent in all business activities and every official must
continuously manage risks within their respective area of responsibility. Harry Gwala
Development Agency recognizes that the aim of risk management is not to eliminate risk
totally, but rather to provide the structural means to identify, assess, manage, and monitor
the risks involved in all its activities. It requires a balance between the cost of managing
risks and the anticipated benefits that will be derived. The Agency acknowledges that risk
management is an essential element in the framework of good corporate governance and
is an integral part of good management practice. The intent is to embed risk management
in a very practical way into business process and functions and not to impose risk
management as an extra requirement.

4. Definitions

Risk refers to the uncertainty that's an event could occur that could have a negative
impact on the achievement of objectives.

Risk is characterized and rated by considering two characteristics:
1. Probability or likelihood (L) of occurrence; and

2. Consequence (C) of occurrence.

This is expressed as R (risk) = L (likelihood) x C (consequence).
Likelihood is a quantitative description of probability or frequency.

Impact is the outcome of an event, being a loss, disadvantage, or gain. There may be a
range of possible outcomes associated with an event.



Control means taking action to first eliminate risks so far as is reasonably practicable, and
if that is not possible, minimizing the risks so far as is reasonably practicable.

Risk Assessment is the process of evaluating and comparing the level of risk against
predetermined acceptable levels of risk.

Risk_Management is the application of a management system to risk and includes
identification, analysis, treatment, and monitoring.

Risk Owner is the person(s) responsible for managing risks and is usually the person
directly responsible for the strategy, activity or function that relates to the risk.

5. Principles

Risk management is a key governance and management function. The Harry Gwala
Development Agency has the primary duty to promote sustainable economic development within
the Harry Gwala by eliminating risks so far as is reasonably practicable, if it is not reasonably
practicable to eliminate the risks, by minimizing those risks so far as is reasonably practicable, if
it is not reasonably practicable to eliminate the risks, by minimizing those risks so far as is
reasonably practicable.

Deciding what is ‘reasonably practicable’ to mitigate risks requires weighing up certain
matters, including the likelihood of a hazard or risk occurring and the degree of harm that
would result, and then making a judgement about what is reasonable in the circumstances.

Effective risk management involves:
¢ Objective setting
¢ Identify inherent risks
e Evaluation and assessment of risk
¢ Residual risks
¢ Risk response

¢ Documentation of the risk management process

6. Functions and Delegations



Position
Board of
Directors

Audit Committee

iAccounting
Officer

Internal Audit

Other Officials

Delegation/Task
the board sets the tone and culture of the agency and also the strategy
and objectives. in addition, it is a vital oversight role. Given this, it is
important that it's role and responsibilities in strategic risk are clearly
articulated and understood the board should:

e Approve the operational risk policy.

o Periodically assess the effectiveness of its operational risk
governance practices and oversight

o Make sure the information it receives is appropriate and you have
sufficient quality to support and not hinder its risk oversight role.

¢ Implements a program of ongoing education in operational risk for
board members.

Is responsible for providing the Accounting Officer with independent

counsel, advice and direction and report to Council in respect of risk

management. The stakeholders rely on the Audit Committee for an

independent and objective view of the institution’s risks and effectiveness

of the risk management process, in discharging its oversight

responsibilities relating to risk management.

The Accounting Officer is accountable for the institution’s risk management
in terms of legislation. It is important that the Accounting Officer sets the
right tone for risk management in the institution, this will ensure that the
institution operates in a conducive control environment where the overall
attitude, awareness, and actions of management regarding internal
controls and their importance to the institution is at par with the stated
vision, values, and culture of the institution.

Will assess how well the policy has been implemented and use the risk
registers for input in preparing a risk-based audit plan. Internal Audit will
assess the effectiveness of the risk management process.

activities. Officials are responsible for preventing and communicating risks
|such as problems in operations, non-compliance with legislations or policy[
or illegal actions. Everyone in the Agency has a role in the e1‘fectiveI
management of risk. All employees should actively participate in identifyingi
potential risks in their area and contribute to the implementation of
appropriate treatment actions.

Are responsible for integrating risk management into their day-to-day"
!



7. POLICY IMPLEMENTATION

Risk management forms part of strategic, operational and line management
responsibilities, and is integrated into strategic and service planning processes.

Risk management is embedded in all policies and procedures, with employees
contributing to risk management systems.
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9. RISK MANAGEMENT STRATEGIC FRAMEWORK

9.1 Vision

Create optimized and protected Agency's value by managing business risks to be within its risk
appetite and to provide reasonable assurance regarding the achievement of Agency’s objectives.
9.2 Mission

Create a comprehensive approach and enterprise-wide view to anticipate, identify, prioritize,
manage and monitor risks impacting the Agency. The Agency will achieve this by putting in place
policies, common processes, competencies, accountabilities, reporting and enabling technology
to execute the approach successfully.

9.3 Risk Management Objectives:

e To ensure alignment of the Enterprise Risk Management with Agency’s culture,
governance, strategy, combined assurance and risk appetite and tolerance.

e To provide a structured and coherent approach to identifying, assessing and
managing risk. To identify multi/cross enterprise risks and facilitate effective
municipal responses in order to reduce operational surprises and losses

¢ To assess and improve deployment of Agency’s resources

e To ensure effective municipal reporting and compliance with laws and regulations in
order to avoid damage to the Agency’s reputation and associated consequences

9.4 RISK MANAGEMENT STRATEGIC DRIVERS

The following pillars summarise the principles that shall govern and drive the implementation of
risk management in the Agency for this financial period:

e An Enterprise-wide risk management (ERM) approach
¢ Risk Management Frameworks

¢ Annual Risk Assessments

¢ Risk Registers

¢ Risk Appetite and Tolerance Assessments

e Combined Assurance Model

¢ Continuous Risk Management Training and Awareness
¢ Annual Risk Implementation Plan



10. IMPLEMENTING AN ENTERPRISE-WIDE RISK MANAGEMENT (ERM)
APPROACH

The Agency recognizes that practicing good organisation governance is essential to achieving
its mandate and service delivery objectives, and to that effect, proper risk management practices
become key. The Agency shall adopt an enterprise-wide risk management (ERM) approach as
informed by best practice guidelines and legislative frameworks like the Municipal Finance
Management Act (MFMA) and National Treasury Guidelines. The implementation of ERM in the
Agency shall be guided by the COSO Risk Management framework where it defines enterprise
risk management as: “Enterprise risk management is a process, effected by an entity's board of
directors, management and other personnel, applied in a strategy setting and across the
enterprise, designed to identify potential events that may affect the entity, and manage risk to be
within its risk appetite, to provide reasonable assurance regarding the achievement of entity
objectives.”

Enterprise risk management shall be implemented by developing and implementing a
comprehensive risk management framework for the Agency. The following shall constitute the
municipal entity’s risk management framework:

10.1 RISK MANAGEMENT FRAMEWORK

In enforcing this strategy, the Agency has developed a framework for risk management that
includes policies and procedures that direct the organisation pertaining to risk management. The
Agency’s risk management framework consists of the following guiding documents:

¢ Risk Management Policy

e Combined Assurance Policy

e Risk Appetite and Tolerance Policy.

¢ Whistleblowing Policy

e Anti-Fraud and Corruption Prevention Policy.
e Code for Ethical Leadership.

¢ Risk Management Implementation Plan.
¢ Risk Assessment Methodology.

e Strategic Risk Register.

e Fraud Risk Register.

e Operational Risk Registers

An organization wide approach to risk management will be adopted by Harry Gwala
Development Agency, which means that every key risk in each part of Agency will



be considered and reviewed in a structured and systematic process of risk
management. The Accounting Officer commits Harry Gwala Development Agency
to a process of risk management that is aligned to the principles of good governance,
the Municipal Finance Management Act and Risk Management Framework
prescribed by the National Treasury. In implementing our risk management policy,
we undertake to do the following: Listed below are the Risk Management Strategic
Objectives, as well as the related operational objectives:
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13. COMMENCEMENT OF POLICY

13.1. This Policy will come into effect on the date of adoption by the Board of Directors of
the Harry Gwala Development Agency (Pty) LTD.

APPROVED BY:

NAME SIGNATURE DESIGNATION DATE
Mr Q Mnguni - ) Chief Executive —_
Officer 30 TJUNE 903
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